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This document includes directions on how users can
update the VPN client. Please follow all directions, as it is
essential that VPN is configured properly.



Updating VPN Client after Sign-in

1. Make sure you have a valid internet connection. You can check your network status in
the lower right hand corner of your screen.
Note: if you are using on-campus wifi, we suggest using ‘USC Secure Wireless’.
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2. The VPN client is usually found by clicking on the ‘Show hidden icons’ button in the bottom
right hand corner of the screen.
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3. The VPN client will launch. Click on the gear icon in order to open the settings menu.

€9 Cisco AnyConnect Secure Mobility Client

Ready to connect.
I sslvpn.usc.edu

4. Navigate to the ‘Preferences’ tab. Ensure that ONLY the below checkboxes are checked.
If any of the other boxes are checked then please uncheck those boxes as VPN will not
function properly if the preferences are not set correctly.

fsc‘\sco AnyConnect Secure Mobility Client

',':ll's'élc;' AnyConnect Secure-Mobility Client

Virtual Private Network (VPN

Preferences  Statistics  Route Details  Firewall  Message History
] start VPN when AnyConnect is started
Minimize AnyConnect on VPN connect
Allow local (LAN) access when using VPN (if configured)

[ ]Block connections to untrusted servers




5. Next, please select the VPN server name and change it to ‘connect.usc.edu’.

’siCisco AnyConnect Secure Mobility Client - X

Ready to connect.
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@Cisco AnyConnect Secure Mobility Client - X

VPN:
Ready to connect.
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6. Directions will prompt after you click the ‘Connect’ button. For the username and
password fields make sure to use your USC NetID login and password. The ‘Second
Password’ is in reference to DUO Authentification. For the purposes of this guide I used
‘push’, but you can also authenticate via ‘sms’, ‘phone’ or by entering a PIN.

$ Cisco AnyConnect | connect.usc.edu X

Login with your USC NetID and password

Username; W] bburley ‘
Password: | o — ‘
Second P; d: s
Type your [ \

Connection Banner

USC NetID Authentcation Method, type ‘push, ‘sms,”
“phone,” or enter PIN
Username

Type your
USC NetID
Password

This system is to be used only for University of
Southern California business purposes by authorized

persons.

Unauthorized use is prohibited and may result in
administrative or legal action.

System activities are monitored for administrative
and security purposes.

Anyane using this system consents to such
monitoring and accepts responsibility to preserve
the confidentiality, integrity, and availability of v
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7. Authenticate your account by either accepting a DUO push notification, via sms text, via
phone or via PIN. The screenshot below shows a DUO push from the DUO Mobile
application.
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8. The VPN client will cycle through the next few prompts.

Establishing VPN session. ..

connect.usc.edu Connect

Exiting. Upgrade in progress.
connect.usc.edu Connect




AnyConnect Secure Mobility Client Downloader

-

The AnyConnect Downloader is installing AnyConnect Secure
’g Mobility Client 4.4.01054. Please wait...

9. You will be prompted to restart your computer. Please restart your device; most of the
settings you set during these direction will be cached with exception of your USC NetID
password and ‘Second Password’.

AnyConnect Secure Mobility Client Downloader

-

q The AnyConnect Downloader updates have been completed.

B ' Cisco AnyConnect Secure Mobility Client

You must restart the system for the configuration changes to
take effect for:
AnyConnect SEL 4.4,.01054

Do you want to restart your computer now?

DIRECTIONS CONTINUE ON
NEXT PAGE!



After restarting, follow the next set of directions:

10. Make sure you have a network connection.
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12. Click the ‘Connect’ button on the VPN Client. Then click ‘cancel’.

9 Cisco AnyConnect | sshvpnusc.edu

. Please enter your username and password.
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Please enter your usermame and password.

sslvpn.usc.edu Connact

Then, click ‘Cancel’

First, click ‘Connect”

13. Change the VPN server name to ‘connect.usc.edu’. Click ‘Connect’ after you have
changed the server name.

g, please ait...

Y Cisco AnyConnect Secure Mobility Client

Ready to connect.

| connect.usc.edu




14. This is a repeat of step 6. Enter your USC NetID username and password in the ‘Username’
and ‘Password’ fields. Also, enter your choice for ‘Multifactor Authentication’. For the purposes
of this tutorial, ‘push’ was used. Click ‘Ok’ and confirm your DUO authentication in order to

sign into VPN using the new updated information.

Note: ‘connect.usc.edu’ changes to ‘1-USC SSL VPN’ in the server address field. This is what is
supposed to happen.

€9 Cisco AnyConnect | connect.usc.edu

% Login with your USC NetID and password
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Typ e yO U r California business purposes by authorized persohs.
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Login with your USC NetID and password
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Type your
Type your DUO USC NetID
authentication Password
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15. In the bottom right hand corner there will be a new icon showing that you are currently
signed into VPN. Do not click this icon, as you will be signed out of VPN.

Other user

Sign in to: SOWK

How do | sign in to another domain?




